Exposing the Sonatrach Data Leak and the Data Leak Broker Behind it - An OSINT 
Analysis 
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In this analysis Dancho Danchev will offer and provide an in-depth technical overview of the 
Internet-connected infrastructure behind the Maze Ransomware Group using public sources 
including the data leak broker who's responsible for the Sonatrach Data Leak with the idea to 
assist the appropriate parties researchers and analysts on their way to properly attribute the 
leak to the cyber threat actor known as Maze Ransomware Group where the ultimate idea 
would be to prevent future network intrusions including to actually assist in attempting to take 
their Internet-connected infrastructure offline. 


MAZE Archive Press Release Tor Mirror 


Maze Team official press release. November 1 2020 


The Project is closed. 


Maze Team Project is announcing it is officially closed. 
All the links to out project, using of our brand, our work methods should be considered to be a scam. 


We never had partners or official successors. Our specialists do not works with any other software. Nobody and never will 
be able to host new partners at our news website. The |\Viaze carte! was never exists and is not existing now. It can be 


found only inside the heads of the journalists who wrote about it. 


Attention to everyone who wants for its private information to be deleted from our news website. You can contact to Maze 


support chat. Support will be continued for a month after the press release 


There were a lot of rumors, lies and speculations around our project. So we decided to answer the questions “why” and 
“what for". 


> Our world is sinking in the recklessness and indifference, in laziness and stupidity. If you are taking the responsibility 
for other people money and personal data then try to keep it secure. Until you do that there will be more projects like \Viaze 


to remind you about secure data storage. 


How come that you don’t understand that right now a hacker attack is enough for a large area or a country to lose the 


Although the group has publicly announced that it’s shutting down its operations its 
Internet-connected infrastructure remains online and operational. 


Take Down Efforts 


A possible take down efforts against all the web properties including IPs of the Maze 
Ransomware Group should be executed in case of an ongoing take down effort in less than 24 
hours to achieve maximum effort in terms of taking offline their entire infrastructure and must be 
done in a coordinate fashion. 


As I’ve managed to identify all the key C&C server domains and IPs what should be done in this 
case is to share this analysis with the international ISPs hosting the Maze Ransomware Group’s 
infrastructure in an attempt to notify them about the fact that they’re hosting the Maze 
Ransomware. 


It would be highly recommended that we do this in less than 24 hours in a coordinate fashion in 
terms of achieving maximum effect of the take down efforts and actually take down their entire 
infrastructure. 


Sample screenshots of the ISPs currently hosting the Maze Ransomware Group’s 
Internet-connected infrastructure include: 


= IP Domain Country Region City ISP ASN 
M  5.199.167.188 ia Lithuania UAB Cherry Servers 16125 
= 54.39.233.188 mail.ov120.slpmt.net lel Canada Quebec Beauharnois OVH SAS 16276 
M o01.218.114.4 wm Russia Hostkey B.v. 50867 
M@  oot.219.114.11 wm Russia Hostkey B.v. 50867 
M@ > 91.218.114.25 _mail.autozetconsignment.com wm Russia Hostkey B.v. 50867 
M@ 01.218.114.26 wm Russia Hostkey B.v. 50867 
M@ 01.218.114.31 wm Russia Hostkey B.v. 50867 
M 91.218.114.32 wm Russia Hostkey B.v. 50867 
M@ o94.218.114.37 wm Russia Hostkey B.v. 50867 
M  01.218.114.38 wm Russia Hostkey B.v. 50867 
@ 01.218.114.77 wm Russia Hostkey B.v. 50867 
M  91.218.114.79 wm Russia Hostkey B.v. 50867 
@  9263.8.47 92-63-8-47.netonline.net © Cyprus Netonline Bilisim SirketiLTD 44558 
M@  92.63.11.151 92-63-11-151.netonline.net © Cyprus Netonline Bilisim SirketiLTD 44558 


QO Zoom 1p city Region Country Continent EU Postal Lat,Long Timezone Code Currency Languages 


g 5.199.167.188 Siauliai Siauliai ut EU True 76001 559,233 Europe/Vilnius (+0300) 4370 EUR itrupl 
5439.233.188  Beauhamnois Quebec cA NA False JEN 45.3,-739 America/Toronto (-0400) 41 cAD en-CAfr-CAiu 
‘ 91.218.114,4 Moscow Moscow RU EU False 101990 557,376 Europe/Moscow (+0300) 47 RUB ru,ttxal,cau,ady ky.c. 
. 91.218.114.11 Moscow Moscow RU EU False 101990 557,376 Europe/Moscow (+0300) 7 RUB ru,ttxal,cauadyky.c 
v 91.218.114.25 Moscow Moscow RU Eu False 101990 55.7, 37.6 Europe/Moscow (+0300) +7 RUB 1u,tt.xal, cau, ady,ky,c. 
91.218.114.26 Moscow Moscow RU EU False 101990 557,376 Europe/Moscow (+0300) 7 RUB rusttxal,cau,adyky,c 
91.218,11431 Moscow Moscow RU Eu False 101990 557,376 Europe/Moscow (+0300) +7 RUB rusttxal,cau,adyky.c 
. 91.218,114.32 Moscow Moscow RU EU False 101990 557,376 Europe/Moscow (+0300) 47 RUB mutt xal.cau,adyky.c. 
. 91.218.114.37 Moscow Moscow RU Eu False 101990 557,376 Europe/Moscow (+0300) 7 RUB rusttxal,cau,adyky.c 
91.218.114.38 Moscow Moscow RU EU False 101990 $5.7, 37.6 Europe/Moscow (+0300) +7 RUB tu, tt xal, cau,ady.kv,c. 
91.218.114.77 Moscow Moscow RU EU False 101990 557,376 Europe/Moscow (+0300) 7 RUB ru ttxal,cau,ady.kv.c 
. 91.218.114.79 Moscow Moscow RU EU False 101990 557,376 Europe/Moscow (+0300) +7 RUB ruttxal,cau.ady kv.c 
. 92.63.8.47 Kizkalesi Hatay TR AS False None None (None) +90 TRY te-TR.ku ig. az.av 
] 92.63.11.151 Kizkalesi Hatay TR AS False None None (None) +90 TRY tr-TR.ku,diq.az,av 
92.63.156 Kizkalesi Hatay TR AS False None None (None) +90 TRY teTRku.dig.az.av 
. 92.63.158 Kizkalesi Hatay TR AS False None None (None) +30 TRY tr-TR.ku dig.az,av 
. 92.63.1556 Kizkalesi Hatay TR AS False None None (None) +90 TRY tr-TR.ku dig. az.av 
v 92.63.17.245 Ljubljana Uubljana sl Eu True 1000 461,145 Europe/Ljubljana (+0200) +386 EUR sish 
. 92.63.29.137 Uubljana Uubljana sl EU True 1261 46.0, 146 Europe/Ljubljana (+0200) +386 EUR sish 
v 92.63.322 Magnuszew Mazovia PL EU True 26-910 518,214 Europe/Warsaw (+0200) +48 PLN pl 


Sample Twitter account of the individual involved in the leak: 
https://twitter.com/sonatrachdzleak 


ow“ eS 


mazedecrypttop newsm aze.top mazedecrypttop wei li ying ns2.csofnet ns1.csofnet 


@®) 
bit8866.top © ® 


Sample personally identifiable email of the individual involved in the leak: 
sOnatrach@proton.me 
Sample URLs for leaked information obtained from the leak: 


https://anonfiles.com/cbz9z225y4/Le contr le de gestion pour managers zi 
https://easyupload.io/rps33q 


org 
UAB Cherry Servers 
OVH SAS 
Hostkey B. 
Hostkey B. 
Hostkey Bv. 
Hostkey By. 
Hostkey Bv. 
Hostkey Bv. 
Hostkey Bv. 
Hostkey By. 
Hostkey B. 
Hostkey B. 
Netonline Biisim Sirketi LTD 
Netonline Bilsim Sirketi LTD 
Netonline Bilisim Sirketi LTD 
Netonline Biisim Sirketi LTD 
Netonline Biisim Sirketi LTD 
Telemach UG 4.0.0. 
Telemach UG d.o.0. 


MGK Rafal Chmielewski 


ASN 


AS16125 


AS16276 


AS50867 


AS50867 


AS50867 


AS50867 


AS50867 


AS50867 


AS50867 


AS50867 


AS50867 


AS50867 


AS44558 


844558 


AS44558 


AS44558 


AS44558 


AS3212 


AS3212 


AS49633 


OF 


ns4.csofnet 


https://easyupload.io/ax8jh3 
https://easyupload.io/n443ev 
https://easyupload.io/dw9209 


Password: 7Rxt540“R%d*g!ZXk 


Sample domains known to have been involved in the campaign include: 
mazedecrypt.top 

mazenews.top 

newsmaze.top 

mazedecrypt.top 


Related actionable intelligence and C&Cs on the Maze Ransomware Group: 
Official Web Site: mazedecrypt.top - 35.205.61.67 

Name servers used: ns1.csof.net 

Dark Web Onion: aoacugmutagkwctu.onion 

Sample Bitcoin Address: 3JGqKRWSsXQsnHWDpHXXNg/7T JcubszJher 


Related domains: 
munsys.icu 
deepletelyre.club 
gamsaymin.club 
hersendentp.club 
nistreecongl.club 
clloguhxggwd.club 
cxwbtywohnimbat.biz 
xbknggwrsigwvqg.biz 
xyrcwgdibytikak.biz 
okxlqotixjlxbst. biz 


mazedecrypt.top 
avoirparticulierserv.xyz - 94.140.114.197 - 146.0.72.74 


Sample malicious MD5s known to have been involved in the campaign include: 


4e22ab46a8d5dc5fea6c4 1 ea6fdc913b793a4e33df8f0bc1 868b72b180c0e6e 
067f1b8f1e0b2bfe286f5169e1 7834 e8cf7f4266b8d97f28ea7 8995dc81b0e7b 
1161b030293e58d1 5b6a6a8 14a6 1a6432cf2c98ce9d 156986 157b432f3ebcf78 
153defee225de889d2ac66605f39 1f4aeaa8b867b4093c686941e64d0d245a57 
195ef8cfabc2e87 7ebb1a60a1 9850c7 14fb0a477592b0a8d6 1d88f0f96be5de9 


30b72e83d66cbe9e7 24c8e2b211 79aecd4bcf68b2ec7895616807df380afab54 
33afa2f1d53d5279b6fc87ce68341 93fdd7e16e4b44e895aae4b9da00be0c502 
4080402553e9a86e954c1d9b7d0bb0597 86f52aba4a1 79a5d00e21 9500c8F43d 
5603a16cbf81d1 83d3ff4ffiea547 7af1a4be01321865f0978c0e128051 ec0a82 
58fe97 761336 28fd965d 1bcc442ec8dc5bfae0c648dcaec400f6090633484806 
5c9b7224fid2029b6ce7b82ea40d63b9d4e4f5021 69bc91de88b4ea57 7f52353 
6878f7bd90434ac5a76ac2208a5198ce1 a60ae20e8505fc110bd8e42b3657d13 
6a22220cO0fedf57 8da11ce22945b63d931 72b75452996defdc2ff48756bde6af 
822a264191230f753546407a823c6993e1a83a83a75fa3607 1a874318893afb8 
83f8ce81f71d6f0b1 ddc6b4f3add7a5deef836 7a29f59b564c9539d6653d1279 
877c439da147bab8e2c32f03814e3973c22cbcd112d35bc2735b803ac9113da1 
91514e6be3f581a77daa79e2a4905dcbdf6bdcc32ee0f7 13599a94d453a26fc1 
9751ae55b105ad8ffe6fc5dc7aea60ad7 23b6df67a959aa2ea6l4fa640d20a7 1 
9ad15385f04a6d8dd58b4390e32d876070e339eee6b8da586852d7467514d1b1 
9be70b7fe1 5cd64aed5b1adc88c2d5270bce534d167c4a42d143ae0059c3daic 
b30bb0f35a904f67d3ac0082c597 70836cc415dc5b7225be04e8d7c79bde73be 
c040defb9c90074b48985 7f328d3e0040ac0ddab26cde132f1 7cccae7f1309cc 
c11b964916457579a268a36e825857 866680baf1 830cd6e2d26d4e1e24dec91b 
ea19736c8e89e87 1974aabdc0d52ad0f0948 159d4cf41d2889f49448cbe5e705 
ecd04ebbb3df053ce4efa2b739 1 2fd4d086d1 720f9b410235ee9c1e529ea52a2 
F491 fb72f106e879021b0bb1149c46 78fb380c255d2ef11ac4e0897378793f49 
fc611f9d09f645f31c4a77a27b6e6b1 aec74db916d07 1 2bef5bce052d12c97 1f 


Related C&Cs known to be part of Maze Ransomware Group’s Internet-connected 
infrastructure include: 


hxxp://104.168.198.208/wordupd.tmp 
hxxp://104.168.215.54/wordupd.tmp 
hxxp://104.168.174.32/wordupd_3.0.1.tmp 


Related C&Cs known to be part of Maze Ransomware Group’s Internet-connected 
infrastructure include: 


91.218.114.4 
5.199.167.188 
185.147.15.22 
91.218.114.11 
91.218.114.25 
91.218.114.26 
91.218.114.31 
91.218.114.32 
91.218.114.37 
91.218.114.38 
91.218.114.77 


91.218.114.79 

Related malicious MD5s known to have been involved in the campaign include: 
19aaa6c900a564294 1d4ebc309433e783befa4cccd1adaf8c86f6e257bf0a72e 
6878f7bd90434ac5a76ac2208a5198ce1a60ae20e8505fc110bd8e42b3657d13 
9ad15385f04a6d8dd58b4390e32d876070e339eee6b8da586852d7467514d1b1 
b950db9229db2f37a7eb5368308de3aafcea0fd217c6 14daedb/7f334292d801e 


Related C&Cs known to be part of Maze Ransomware Group’s Internet-connected 
infrastructure include: 


hxxp://91.218.114.4/nwjknpeevx.action? pw=g1y6521&kyn=21y3vwhh&dvr=5e&us=g25e3582a 
hxxp://91.218.114.11/forum/siaib.jspx?v=h&xyna=Ovip863&eul=xsn3q0 
hxxp://91.218.114.26/view/ticket/pigut.jspx?0=664quo0s&fp=o0t52 
hxxp://91.218.114.25/xrr.jspx?ygad=r35e2cx&e=6as6ta 

hxxp://91.218.114.4/j.php 
hxxp://91.218.114.11/payout/view/fa.aspx?y=y&qbx=4&kws=n2&iuy=8k7 
hxxp://91.218.114.25/Ixh.asp?mtxm=l7 &r=836wy5 
hxxp://91.218.114.26/signin/ticket/eq.action?x=yk6rr&e=50b&q=327 dr5&o0fk=065cdp 
hxxp://91.218.114.31/signin/rnmnnekca.jsp?kdn=6snl5&e=7a50cx4hyp 
hxxp://91.218.114.31/forum/a.aspx?byx=56&bc=62t0h&u=75w6n6&sot=2v0176 1 ore 
hxxp://91.218.114.32/withdrawal/checkout/I.do?nuny=qj6&sdv=45g2boyf5q&dnr=rh8lk31ed 
hxxp://91.218.114.77/task/bxfbpx.jspx?nq=cge63 
hxxp://91.218.114.38/account/payout/ujwkjhoui.shtml 

hxxp://91.218.114.37/imrhhjitop. phtml?wto=344dsc84&sp=x&oml=c173s71u&iy=m3u2 
hxxp://91.218.114.38/auth/login 


hxxp://91.218.114.79/logout/hfwdmugdi.php?upaj=mj7g 


hxxp://91.218.114.38/sepa/juel.php?ars=51 qse4p3y&xjaq=r504t4dp 
hxxp://91.218.114.32/fwno.cgi?yd=4 10&0=y7x5kx371&p=m3361672 


hxxp://91.218.114.37/sepa/signout/mjsnm.aspx?r=7047wri&rtew=uu8 764ssy&bri=51 gxx6k5&0p 
ms=72gy0a 


hxxp://91.218.114.77/payout/analytics/Irkaaosp.do?y=62h&aq=3jq8k6&v=Osvt 
hxxp://91.218.114.79/create/dpcwk. php?u=28qy0dpmt&qwbh=k&f=g1ub5ei&ek=3ee 


Related malicious domains known to be part of Maze Ransomware Group’s 
Internet-connected infrastructure include:: 


mazedecrypt.top 
mazedecrypt.top 
mazenews.top 
newsmaze.top 


Related C&Cs known to be part of Maze Ransomware Group’s Internet-connected 
infrastructure include: 


91.218.114.11 
91.218.114.25 
91.218.114.26 
91.218.114.31 
91.218.114.32 
91.218.114.37 
91.218.114.38 
91.218.114.4 

91.218.114.77 
91.218.114.79 


hxxp://92.63.8.47 
hxxp://92.63.32.2 
hxxp://92.63.37.100 
hxxp://92.63.194.20 
hxxp://92.63.17.245 
hxxp://92.63.32.55 
hxxp://92.63.11.151 
hxxp://92.63.194.3 
hxxp://92.63.15.8 
hxxp://92.63.29.137 
hxxp://92.63.32.57 


hxxp://92.63.15.56 
hxxp://92.63.11.151 
hxxp://92.63.32.52 
hxxp://92.63.15.6 


Related malicious MD5s known to be part of Maze Ransomware Group’s 
Internet-connected infrastructure include:: 


064058cf092063a5b69ed8fd2a1a04fe 
0f841c6332c89eaa7cac14c9d5b1d35b 
108a298b4ed5b4e7754 1061f32e55751 
11308e450b1f17954f531122a56fae3b 
15d7dd126391b0e7963c562a6cf3992c 
21a563f958b73d453ad91e251b11855c 
27c5ecbb94b84c3 15d56673a851 b6cf9 
2f78ff32cbb3c478865a88276248d419 
335aba8d135cc2e66549080ec9e8c8b7 
3bfcba2dd05e1c75f86c008f4d245f62 
46b98ee908d08F15137e509e5e69db1b 
5774f35d180c070274 1a46d981 90ff37 
5df79164b6d0661277f11691121b1d53 
658e9deec68cf5d33ee07 79f54806cc2 
65cfO8ffaf12e47de8cd37098aac5b33 
79d137d91be9819930eeb3876e4fbe79 
8045b3d2d4a6084f14618b028710ce85 


8205a1106ae91d0b0705992d61e84ab2 


83b8d994b989f6cbeea3e1ad5d68ca5d8 


868d604 146e7e5cb5995934b085846e3 


87239ce48fc8 1 96a5ab66d8562f48f26 


89e1ddb8cc86c710ee068d6cé6bf300f4 


910aa4981 3ee4cc7e4fa0074db5e454a 


9eb13d56c363df67490bcc2149229e4c 


a0cSb4adbcd9eb6de9d32537b16c423b 


a3a3495ae2fc8347 9baeaf1878e1 ea84 


b02be7a336dcc6635172e0d6ec24c554 


b40a9eda37493425782bda4a3d9dad58 


b4d6cb4e52bb525ebe43349076a240df 


b6786f141148925010122819047d1882 


b93616a1ea4f4a131cc0507e6c7 8994 


bd9838d84fd77205011e8b0c2bd711e0 


be537a66d01c67076c8491b05866c894 


bf2e43ff8542e73c1b27291 e0df06atd 


c3ce5e8075f506e396ee601f2757a2bd 


d2dda/72ff2fobb89bd87 1c5fc21ee96a 


d3eaab6 1688 3fcf51dcbdb4 769dd86df 


d552be44a11d831e874e05cadafe04b6 


deebbea18401e8b5e83c410c6d3a8b4e 


dfa4631ec2b8459b1041168b1b1d5105 


e57ba11045a4b7bc30bd2d33498ef1 94 
e69a8eb94f65480980deaf1 ff5a431a6 
ef95c48e750c1a3b1 af8f5446fa04f54 
f04d404d84be66e64a584d425844b926 
f457bb5060543db3146291d8c9ad1001 
fSecda7dd8bb1c514f93c09cea8ae00d 
f83cef2bf33a4d43e58b771e81af3ecc 
fba4cbb7 167176990d5a8d24e9505f71 


Related C&Cs known to be part of Maze Ransomware Group’s Internet-connected 
infrastructure include: 


91.218.114.11 
91.218.114.25 
91.218.114.26 
91.218.114.31 
91.218.114.32 
91.218.114.37 
91.218.114.38 
91.218.114.4 
91.218.114.77 
91.218.114.79 
92.63.11.151 
92.63.15.6 


92.63.15.8 


92.63.17.245 

92.63.194.20 

92.63.194.3 

92.63.29.137 

92.63.32.2 

92.63.32.52 

92.63.32.55 

92.63.32.57 

92.63.37.100 

92.63.8.47 

Related C&Cs: 
http://104.168.174.32/wordupd_3.0.1.tmp 
http://104.168.198.208/wordupd.tmp 
http://104.168.201 .35/dospizdos.tmp 
http://104.168.201.47/wordupd.tmp 
http://104.168.215.54/wordupd.tmp 
http://149.56.245.196/wordupd.tmp 
http://192.119.106.235/mswordupd.tmp 
http://192.119.106.235/officeupd.tmp 
http://192.99.172.143/winupd.tmp 
http://54.39.233.188/win163.65.tmp 


http://91.208.184.174:8079/windef.exe 


http://agenziainformazioni.icu/wordupd.tmp 
http://www.download-invoice.site/Invoice_29557473.exe 


Related C&Cs known to be part of Maze Ransomware Group’s Internet-connected 
infrastructure include: 


173.209.43.61 
193.36.237.173 
37.1.213.9 
37.252.7.142 
5.199.167.188 
checksoffice.me 
drivers.updatecenter.icu 
plaintsotherest.net 
thesawmeinrew.net 
updates.updatecenter.icu 
att-customer.com 
att-information.com 
att-newsroom.com 
att-plans.com 
bezahlen-1und1.icu 
bzst-info.icu 
bzst-inform.icu 


bzstinfo.icu 


bzstinform.icu 
canada-post.icu 
canadapost-delivery.icu 
canadapost-tracking.icu 
hilfe-center-1und1.icu 
hilfe-center-internetag.icu 
trackweb-canadapost.icu 


Related personally identifiable email address accounts known to have been involved in 
the campaign include: 


abusereceive@hitler.rocks 
gladkoff1991@yandex.ru 


Related C&Cs known to be part of Maze Ransomware Group’s Internet-connected 
infrastructure include: 


http://91.218.114.4 

http://91.218.114.11 
http://91.218.114.25 
http://91.218.114.26 
http://91.218.114.31 
http://91.218.114.32 
http://91.218.114.37 
http://91.218.114.38 
http://91.218.114.77 
http://91.218.114.79 


globalsign.icu 
ocspverisign.pw 
officecloud.top 


92.63.8.47 
92.63.3.2 
92.63.37.100 
92.63.194.20 
92.63.17.245 
92.63.32.55 


92.63.11.151 
92.63.194.3 
92.63.15.8 
92.63.29.137 
92.63.32.57 
92.63.15.56 
92.63.11.151 
92.63.32.52 
92.63.15.6 
91.218.114.11 
91.218.114.25 
91.218.114.26 
91.218.114.31 
91.218.114.32 
91.218.114.37 
91.218.114.38 
91.218.114.4 
91.218.114.77 
91.218.114.79 


Maze support system 


What's just happened? 

If you see this page it means you have a vulnerability in your system 

This vulnerability was used to modify your valuable data in a way, which temporary disallow further usage of it. 
Please upload DECRYPT-FILES.txt using the form below and start recovering your data. 

If this file is recognized by our parser, you will be successfully authorized and provided with further instructions. 


Please upload CRYPT-FILES.txt 


Choose File [ei wesley) 


Guarante: Antivirus corporation: Pric 


We can recover your files. If you waiting for a free solution to We unde' ind that the customer 
software is carefully designed to keep come, we must disappoint you cannot always pay the fee. We have 


the integrity and safety of your fi discounts and p! an be negotiated 
ir cryptography scheme is military 
Don't be afraid and start recovering! le. It will require decades to k. 


Start working with us and get your fil 


Maze team "Keeping the World safe 


Sample screenshots: 


2) 


194.195.211.98 


a) 


146.112.61.104 


mazedecrypt.top 


i 


94.140.115.69 


newsmaze.top 


wo io 


146.112.61.108 173.233.167.20 


ia 


54.227.98.220 


@) 


mazedecnpt.top 


i 


146.0.72.85 


Our warning before the SONATRACH leak. 


AQ 


Bensalem Noureddine 5 Répondre a tous | v 
ven. 05/08/2022 23:40 

A: AST-Personnel-Grpts; AST_staff_siége; AST_staff_grpts; DS!-Sécurité Sl; FOR-SIEGE; HMD-FOR-DML 

Cc: SOnatrach@proton.me & 


Hey All, 


For the past months a group of algerian hackers named 1337_h4x0rs_team has been targeting public service websites and 
stealing public informations. today we've decided to fight back :) 
Our request is simple 


* SONATRACH takes legal action against these guys and take them to jail 
¢ SONATRACH Is a goverment controlled company which means you have power in algeria to stop these kids. 
e¢ SONATRACH Data will not be leaked if these kids get arrested :) 


The data we have is the following : 


« Goverment Documents 
¢ Bank statements 

e AD User dump 

e Emails dump 


We both know that if this kind of data gets leaked you will be in troubles so i advise you to get to work ASAP, you have 
exactly ONE WEEK or the leak will start. 


The infos about the attackers are below : 


VERON NI BOS ee. 


©) Le controle de gestion pour managers.ppt 
UN) MANUEL CONTROLE DE GESTION.pdf 

[§ MANUEL DE MANAGEMENT 2021.pdf 
ORAN 22 MAI QUIZ.docx 

SMA ETUDES DE CAS.docx 

SMA CONTROLE DE GESTION QUIZZ.docx 
TM) VAN_TRI_xIs 

T) VAN_TRI_BEST (2).xIs 

1) VAN_TRI_BEST.xIs 

T) VAN_TRI_BEST 2.xis 


ime) (ive) ined 


Constitution au 


H 
i 
| 


équipement) 


FISON | arareiag | eer arto] | mn 
TSON | 21603662 sON- 

TSON | 21608343 

TSON | 21608425 23471208 

TSON | 21608220 

TSON | 21608 23471288 

TSON " 
TSON | 21692003 | __ePIs | arian] | sors | _naomnarnimmnrononmnnner | 
TSON | 21692218 | __-ri6 | a7tas| | ovis | _nanmmunanronnumnanr | 


TSON 
TSON | 21692256 | 
0805 


TSON | 21608055 
TSON | 21608079 
TSON | 21608670 


TSON | 21483078 
TSON | 21694495 


TS0 
TSON 
TSON 
TSON 
TSON 
TSON 
TSON 7 ea 
TSON ee Ce 
TSON 
TSON 


| TSON | 
| TSON | 
[ TSON | 
| TSON | 
| TSON | 
| TSON | 
| TSON | 
| TSON | 
| TSON | 
| TSON | 
| TSON | 
| TSON | 
| TSON | 
| TSON | 
L TSON | 
| TSON | 
| TSON | 
| TSON | 
| TSON | 
| TSON | 
| TSON | 
| TSON | 
| TSON | 


74. Chem Backir El Ibvahimi POIRSON FL. MAR Alger 


BE AYou PAE AIN NAA DY 4 


Asamid! dsb sang SI 4s ysl se)f dud y uf adel 
thei I cheval 9 paadall 9 Joab Byh5¢ by, 
J gem .% 
2 ‘ 


cola) 45 OU UGS Spain 
LURAY ag F teel 
aR Leta WHATS: By 


Monsieur le Directeur de l’Agance 
BAOR AMIROUCHE 


Compte_N* : 00300060000080230065 


Objet: ORDRE DE VIREMENT 6 de eee gS 


Par le débit de notre compte N° 00300060000080230065, j'ai I"honneur de vous 
demander de bien vouloir procéder au virement de la somme de: Deux cent mille Dinars 
et zéro Centime (200 000,00 DA). Représentant Réglement New Ligne Spécialisée 


Internet du 01/07/2021 au 31/08/2021, en faveur de ACTEL AIN NAADIA (Hi), titulaire 
du compte bancaire BNA sous le numéro : 


00 100 623 0300 000 012/95 


Veuillez agréer, Monsieur le Directeur l'expression de mes salutations 
distinguées. 


SS ’ 
- Sy 
nN. a 
a 
ae ee, 
LamK 


02353 5431:..sus 0235354 31/32/33/35 : tel Aewill See 1 keno 416 pm Ste Sige 


Raiecn yowsote > Organiaatnon Internationale pout les Migsations 
Adresse 21-22 Lotlasement El Fett, 16003 £1 Bias, 16000, Alger 
Date : SONI 

Bonque : BNA. 

Namire de compte : COL C0601 0208 000 017 95 


Par le débit de notre compte virez wu compte de prestataire suivant! 


Banque > BNA 
Numalno de compte > 00100 622 0200 000 017/33 


DIX MILLE CINQUANTE ET UN DINARS ET 


( 01.PDF 

[9 1.PDF 

(N 021781038 - 20210912.pdf 
(8 023510879 - 201601A.pdf 
023510879 - 201602A.pdf 
[9 023510879 - 201603A.pdf 
(§ 023510879 - 201604A.pdf 
[A 023510879 - 201605A.pdf 
(N 023510879 - 201606A.pdf 
023510879 - 201701A.pdf 
(A 023510879 - 201702A.pdf 
(§ 023510879 - 201703A.pdf 
[Y 023510879 - 201704A.pdf 
[9 023510879 - 201705A.pdf 
[8 023510879 - 201706A.pdf 
[9 023510879 - 201801A.pdf 
[§ 023510879 - 201802A.pdf 
[SY 023510879 - 201803A.pdf 
[8 023510879 - 201804A.pdf 
[9 023510879 - 201805A.pdf 


PDF 
PDF 
pdf 
pdf 
pdf 
pdf 
pdf 
.pdf 
pdf 
pdf 
.pdf 
pdf 
pdf 
pdf 
pdf 
pdf 
pdf 
.pdf 
pdf 
pdf 


11.2 MB 
13.5 MB 
44.7 KB 
16.4 KB 
16.4 KB 
16.4 KB 
16.5 KB 
16.5 KB 
16.7 KB 
16.7 KB 
16.7 KB 
16.5 KB 
16.5 KB 
16.5 KB 
16.5 KB 
16.5 KB 
16.5 KB 
16.4 KB 
16.5 KB 
16.4 KB 


Sample screenshots of individuals involved in various Web site defacements that 
prompted the Sonatrach data leak broker to leak information obtained from the original 


leak: 


+ @ : 
> 
- wile a 


~ Full name: hafsaoui sofiane 


Virtual name : "sofiane pachika" AKA "sofian 
35 Dz" 


Location : Algeria, Bou Merdes 


IG : https:/Awww.instagram.com/hafsaouisofi/ 
B channel : 
https:/Avww.youtube.com/channel/UCAarxE- 
cCNsy2du8azrE9w/featured 


one-h : https:/Awww.zone- 
h.org/archive/notifier=sofian%20X35%20Dz 


Facebook : 
https:/Awww.facebook.com/sofianpachika54 


- att 
a. 7 We 4 be 


. 


sf 7 y { we wa Tee ' 
rae 7 Pie. rads. ¥ 
: 5 Ty at “ pas 

‘ WR ’) tal A 


FULL NAME: Djebbar Bassem 
Twitter : dj3bb4ran0n1 

zone-h : http://zone- 
h.org/archive/notifier=djebbaranon 
eo oa rere tmeldz13o7 


haYAS 
) 


sit a 


——= 


Sample related domain names known to have been involved in the campaign include: 


maximumreviews.top 
mastzero.top 
signature-bd.top 
zhyang.top 

77kt.top 

Scity.top 

conans.top 
cndota.top 

7pj.top 

o090.top 


chanelbags.top 
at1.top 
joyas.top 
cqvist.top 
luobowang.top 
khdsfb.top 
grandtour.top 
fkzkzs.top 
Idkeji.top 
iso14001.top 
meiwentu.top 
ningbang.top 
shujing.top 
news-media.top 
lemonparking.top 
kkkkik.top 
lyxhyy.top 
Ij520.top 
twodom.top 
rx7.top 
doyguo.top 
tongtonga.top 
Omega.top 
yhw82kj.top 
rarbgmirror.top 
itriedthat.top 
cangqian.top 
supc.top 
corenm.top 
clmimg.top 
Scheng.top 
cu08ci.top 
healso.top 
hakata.top 
thepeople.top 
skt222.top 
vipnas.top 
tx520.top 
edf0375.top 
baobaoyouhui.top 
godbox.top 
gospodar.top 
qc8899.top 
gramer.top 


bp1.top 
chaofa.top 
kk8888.top 
mabenteng.top 
news24h.top 
news-flow.top 
yj88.top 
xiaowangtongxue.top 
aidu1314.top 
acve.top 
un28.top 
un63.top 
uploader.top 
un40.top 
velasled.top 
expedir.top 
easaa2.top 
kywxy.top 
hnxsyc.top 
iomega.top 
colaboom.top 
laystall.top 
dhdz123.top 
cuddle.top 
texosmotr2.top 
svicpxin.top 
mn2555.top 
limg.top 
isatruc.top 
huyanbi.top 
shop-online.top 
shower-hardware.top 
drpcyd.top 
bjqc11.top 
eeueus.top 
draftbountyquest.top 
femaleagent.top 
flyers.top 
hbnongy.top 
hebohqq.top 
kostenlosjuwelen.top 
infostore.top 
btc21.top 
greend.top 


chunkiz.top 
imran.top 
juranzhijiaya.top 
dyrjsj.top 
optique.top 
onsales.top 
goosa.top 
yespay.top 
fast2tolast.top 
wjob.top 
fmnykj.top 
fitternut.top 
byporno.top 
fpns526.top 
nsleep.top 
cm98.top 
yinba.top 
qielei.top 
0x51.top 
rfuture.top 
xiguapi.top 
ubud4d.top 
netwerk.top 
geoip.top 
wesufu.top 
tb55.top 
51guagua.top 
tsuma.top 
decorar.top 
apts.top 
liyingfund.top 
libig.top 
zzchic.top 
liccwg.top 
lameisoft.top 
sf8hack.top 
aiml.top 
foodman.top 
ww9.top 
dochub.top 
deiner.top 
vando.top 
duoduolt1.top 
fuyohin.top 


furryporn.top 
greenroom.top 
xiaoxinnolabi.top 
zyblog.top 
kemchongnang.top 
Syonyou.top 
m/7/pc.top 
adultfinder.top 
ag85573.top 
chacj.top 
busipals.top 
shengm.top 
shellblock.top 
lyglaojiu.top 
lin7.top 
oushu.top 
oulai.top 
threedom.top 
preston.top 
xslsc.top 
wOn.top 
electricmobility.top 
e-mobility.top 
upditta.top 
dev-energiedin.top 
linkos.top 
baltimoreroofing.top 
easybit.top 
daaza.top 
kingarj.top 
toob.top 
gmab.top 
cines.top 
djr1236.top 
free-press.top 
aplicacion.top 
ricewine.top 
waspy.top 
nutter.top 
aiief.top 

adzi.top 
amst.top 
ahyj.top 

aiob.top 


kagaxa.top 
adsr.top 
cmca.top 
wasap.top 
aiue.top 
aiieh.top 
afww.top 
adpc.top 
cooldoggy.top 
conquistadigital.top 
publishincn.online 
djr1234.top 
shakes.top 
techcloud.top 
wenkai.top 
mycmbm.top 
happy7.top 
top361.top 
wnb6.top 
getgcu.top 
trathainguyen.top 
smartfarming.top 
idevice.top 
wOOyun.top 
pelom.top 
qidawang.top 
Ibktest.top 
mcmncw.top 
news-line.top 
dshdch.top 
geiser.top 
mxzhsc.top 
wanghj.top 
hua3.top 
servicedesk.top 
yfifh.top 
xvideoshq.top 
fornice.top 
kk555.top 
cheaphotels.top 
ouzz.top 
hmsxnj.top 
ailetao.top 
mueblesdejardin.top 


tvb8.top 
un88.top 
tehosmotr2.top 
masterlike.top 
pozyczka.top 
monsters.top 
amxx.top 
aaeid.top 
vietbaiseo.top 
ebooksee.top 
vippornfilms.top 
saooo.top 
juices.top 
eg3m.top 
yulinhs.top 
sh01.top 
zhangkaisheng.top 
topaer.top 
finalgoal.top 
genghao.top 
tulanhmini.top 
mazenews.top 
itineraires.top 
v922aq.top 
canghy.top 
waseo.top 
homemenvolvente.top 
yeema.top 
xy8888.top 
giaythethaonam.top 
gipnoenglish.top 
ushiji.top 
news-feed.top 
138wx.top 
outreach.top 
51idea.top 
99luoli.top 
liaoshuling.top 
greensolutions.top 
xlzhp.top 
trakt.top 
fit-nut.top 
focasey.top 
bit8866.top 


huolink.top 
jxs1p46.top 
cnhxyl.top 
zcjyy.top 
rr33.top 
521365.top 
setorrent.top 
tido.top 
strojca.top 
itemzheng.top 
iwanktv.top 
fftftt.top 
dushuyl.top 
mejoressillones.top 
kayisi.top 
sfuture.top 
phe6bch.top 
onlinebrokerage.top 
lolicraft.top 
ordernow.top 
petgrowth.top 
asbb.top 
yp6.top 
jstzdj.top 
bgdrdq.top 
ynw97kj.top 
limetorrents1.top 
nedviza.top 
chen88.top 
junn.top 
riverdale.top 
acva.top 
sqmingze.top 
porno365.top 
newlifeyiy.top 
xuyisen.top 
toplis.top 
tractors.top 
shunlian.top 
dreamrewardguru.top 
yhwan.top 
porncloud.top 
pussyporn.top 
1x9.top 


nnjbb.top 
164706.top 
filmbin1.top 
aquanikol.top 
bon-appetit.top 
atblog.top 
baidubaba.top 
hhh666.top 
dydsc.top 
mwyun.top 
maotaibaijiu.top 
bridge-inc.top 
news-press.top 
sellcoin.top 
rr77.top 
jykjw.top 
drone-market.top 
484vp.top 
cheapglasses.top 
armariosbaratos.top 
ukrdom.top 
gk727.top 
fixnet.top 
glueck.top 
fsbjw.top 
webvideo.top 
amater.top 
vidahaha.top 
web-magic.top 
xzlwl.top 
vestnik.top 
zhouse.top 
xzpqkj.top 
h577857.top 
durantirving711.top 
ituter.top 
xinxin44.top 
ag83466.top 
acyh.top 
newproduct.top 
kssbw.top 
ag85741.top 
caishaohui.top 
dailishi.top 


bu7.top 

suvs.top 

malio.top 
bookinghotel.top 
teddy-bears.top 
cyh9.top 

rjf1.top 

gr0.top 

dy668.top 
coolcash.top 
maytinhcasio.top 
acqm.top 
wfuture.top 
hotcloud.top 
chunheng.top 
markcool.top 
kk168.top 
xjdkja.top 
syqxhm.top 
95km.top 
zgsfzhz.top 
qfuture.top 
linhy.top 
baidudyy.top 
adcn.top 
chukei.top 

tx2.top 
clubofficial.top 
yb8.top 
einsofusa.com 
IIkxw.com 
mymaufl.com 
karbeyazhali.com 
ifx4u.com 
konsultansdm.com 
kinetikonpictures.com 
hydro-unite.com 
doveimagestudio.com 
hnhsshy.com 
investines.com 
anuraggautam.com 
caomin8.com 
fengzuchuanqi.com 
indofarmasi.com 


jornalvascaino.com 
griffithairtool.com 
coreraychina.com 
gaoperator.com 
googlenn.com 
maratoncabbertymalaga.com 
fruzitime.com 
freemiumwpthemes.com 
brio-hondabandung.com 
wwwgeekbuying.com 
unarealidad.com 
academicpaperwriting.com 
whoatethecake.com 
ggxiu.com 
aaliyahrose.com 
hhgzw.com 

dindgb.com 
gihansethunga.com 
fairyhouse2013.com 
gwapk.com 

going4.com 

Iksjs.com 
joymagnetart.com 
batnfjordopen.com 
livecamserver.com 
alicepoker.net 
artechindo.com 
cadastainless.net 
camchat-sex.net 
aaalanka.com 
watchsexfree.net 
emmettpine.com 
adrianogermano.com 
bhjie.com 
jeblamelamode.com 
imtigz.com 
eslbackpack.com 
mostlikedcomparisons.com 
lyjqxh.com 
americaschoicebbs.com 
makenliving.com 
cladica.com 
bamboozesushi.com 
ching-yi.com 


hotelarkitect.com 
clappestates.com 
ds169.com 
dupecop.com 
nicoya-peninsula.com 
caidba.com 
alfaos.com 
pain-vids.com 
kabelkina.com 
ostusablog.com 
deyiok.com 
tokullarleather.com 
pshvn.com 
aokaisi.com 
nanjingexpress.com 
baptist-preacher.com 
co-sales.com 
casadagabi.com 
sypInh.com 
toxacg.com 
atomic-heroes.com 
lincolnavenueshirts.com 
shortcutblocker.com 
kybld.com 
acnotinsale.com 
talentfinderplus.com 
wormsturk.com 
1worldshopping.com 
icnc2018mumbai.com 
jesusbillboard.com 
i-asr.com 
maroupifa.com 
dakarhebdo.com 
globalsolenergi.com 
minmaxbd.com 
iurisfrance.com 
shbihao.com 
runrussrun.com 
gungorengenclikmeclisi.com 
titantechgear.com 
smteasy.com 
publicamateur.com 
theweeklyhunt.com 
tokensnet.com 


sexybody4you.com 
yunshaoyl.com 
wufenglj.com 
zhyobu.com 
xzcscf.com 
dorianphaero.com 
zzxqd.com 
babaqunar.com 
bandofsavers.com 
inviaggioconlarca.org 
sewabusmalaysia.com 
teenserviceweek.org 
shenmuren.com 
szadshelf.com 
swingplaneventuresinc.com 
wljzgc.com 
trustyimmigration.com 
chinadoneright.com 
ozlusohbet.com 
qnijjr.com 
shumakj.com 
boliviandialysis.org 
raisagarrido.com 
patsystone.org 
rihardszalupe.com 
zzhly.com 
zhongchaogs.xyz 
langmanli.com 
havadanpanorama.com 
payudeal.com 
digi-jewelry.com 
theartinstinct.com 
goodhostingprices.com 
zzccmy.top 
wxlwly.com 
kkbb4440.com 
zhongchaogs.com 
nanningdongce.com 
luanson20.com 
702804.com 
969134.com 
163498.com 
518634.com 
480980.com 


163468.com 
scjzyhb.com 
486986.com 
yici4d969815945623.net 
youryogaflow.icu 
zxdasg.icu 
yzdmjd.com 
game1228.com 
cnwabao.com 
jinjiyu.com 
netatom.net 
egotaobao.com 
ybanhui.com 
csxxd.com 
hyypgj.com 
anyleo.com 
rfyyy.com 
lisunbattery.com 
zyhcsclzx.com 
zhihuangye.com 
233521.com 
xglizi.com 
hbhgaj.com 
tumelr.com 
piovali.com 
yibaituan.com 
xyyyey.com 
myurnsonline.com 
xareteng.com 
qudiancan.com 
usmmy.com 
rongoudq.com 
xfhydp.com 
sibomicro.com 
xZjijia.com 
sdsxjsy.com 
upperpic.com 
bonecode.com 
fqshow.com 
yunmiji.com 
renyicn.com 
djxun.com 
nyborglab.com 
boydsmillsandkane.icu 


seekmybits.com 
xarpie.icu 
moneysavingpro.icu 
Idxecommerce.com 
weolove.com 
yinjuge.com 
cxbzmsfw.com 
cgajz.com 
eraver.net 
shumah.com 
nnxxz.com 
faxengn.com 
shangcaipu.com 
zhengoucn.com 
realxixi.com 
wanlijianchina.com 
rogerslain.com 
cqifang.com 
playgroundesign.com 
btsag.com 
zhanbods.com 
syfanyu.com 
popomeet.com 
orient-sunshine.com 
shanggouba.com 
hljgqg.com 
sohelauto.com 
tplinkwi-fi.net 
sex4fun.net 
zgelkxx.com 
preemnik2008.net 
adwukat.com 
ajkfwtg.com 
jsylmp.com 
guoanbg.com 
larryperkins.com 
horizons-expo.com 
shoescanvas.com 
sexebeurettes.com 
isisexchange.net 
wwwaamco.com 
onosproject.net 
konsal.net 
afilho.com 


huashiguanggao.com 
athenssexshop.com 
amateur-sexe.com 
buteykola.com 
bmsexports.com 
fariseus.com 
credenciado.com 
expomodelsllc.com 
asiadbursa.com 
newworldwines.net 
jinlewj.com 
theclassydressy.com 
srp-games.com 
kartalcila.com 
rebelano-id.com 
xxywedding.com 
wdjdw.com 
lyrtqytzgl.com 
websites-index.com 
zstt2.com 
bisnissuccess.com 
ewshuake.com 
yanzheng12315.com 
xielala.com 
zzwhj.com 
ffmenhu.com 
hfqingzhai.com 
huangiuwl.com 
jsrtgjyey.com 
yunzhedai.com 
yizhongtz.com 
enjoythink.com 
jingyanwu.com 
jiangxueya.com 
yxsbw.com 
sipifz.com 
nanyzj.com 
wintekcn.com 
shangyuanfang.com 
bailujun.com 
bssty.com 
feichangu.com 
dghuadong.com 
ziranch.com 


chbaclub.com 

xggys.com 
bidyourcase.com 
urbanacountryclub.com 
hzd-plastics.com 
vinylsportsflooring.com 
village60.com 

zjjxcy.com 
wordpressakademisi.com 
videoconverterformac.com 
zhouchangfang.com 
courage-competition.com 
cabinet-battajon.com 
heatherkappes.com 
eptournament.com 
nanningbeikegongyu.com 
industrypostproduction.com 
dvdsetshops.com 
sdwla.com 
waffleandvibes.com 
wallquotessite.com 
gumin365.com 
arenadosmanagers.com 
zhanworld.com 
tansbee.com 
avidbrain.com 
runtobecome.com 
cyehome.com 
thetravelrepublic.org 
kaca-arch.com 
poxxxy.com 

Icgdgyx.com 

Ivyout.com 
seabunkertrading.com 
meanlanepvcfilm.com 
stevenetherton.com 
cinma.net 
Ipes-trading.com 
tjemba.com 
kingroot-apk.com 
thesonarping.com 
agripul.com 
516productions.com 
casadosrapazes.com 


cbcby.com 
jamesriverpress.com 
glocalist-review.com 
jottengineering.com 
jshmw.com 
performaholiday.com 
myhealthyhub.com 
thebocagoldsmith.com 
sportechbi.com 
cfhwys.com 
xjjd8.com 
befreetolove.com 
fountain-trading.com 
bitkiselkadin.com 
banff-hotels-etc.com 
bookloveroxford.com 
atria-partenaires.com 
ipcardsville.com 
clerikoshow.com 
crvacationrentals.net 
lespritduclan.com 
pommedamour.net 
movimentosim.com 


Sample personally identifiable email address accounts known to have been involved in 
the campaign include: 


dovejung14@hotmail.com 
A4gbhost@gmail.com 
691802238@qq.com 
makenliving@gmail.com 
bytc843@gmail.com 
lasse.markus.rautiainen@gmail.com 
Paton.Marshall@gmail.com 
GAUTAM.ANURAG@GMAIL.COM 
linh.stb@gmail.com 
GSTEWART622@YAHOO.COM 
leichen@live.com 
leoskey@qq.com 
352325405@qq.com 
michael.benson@pristop.si 
kinetikonpictures@yahoo.com 
whois-protect@hotmail.com 
tommytai@live.com 


michelvoyer2@gmail.com 
kucukkartlar@hotmail.de 
gecheng02@gmail.com 
GlennalvBarstowqn1694@hotmail.com 
jean.rennick@gmail.com 
cakir.salinz@gmail.com 
rezamuslim02@yahoo.com 
JEAN.RENNICK@GMAIL.COM 
robinoliver27 @gmail.com 
279832599@qq.com 
qiren7799@126.com 
zongshenkeji@yahoo.com.cn 
495195935@qq.com 
2832323654@qq.com 
laspalmastravel@yahoo.com 
tnfsh520@gmail.com 
keep-on-smiling@goo.jp 
153193363@qq.com 
n.sawall@web.de 
maxim@spiridonov.ru 
jsonheim@ostusa.com 
826461060@qq.com 
karsunenterprises@yahoo.com 
1174593550@qq.com 
dwadawdwa@qq.com 
i.striletska@gmail.com 
furkanbaser88@gmail.com 
dakarhebdo@gmail.com 
u_diamond_2003@yahoo.com.tw 
topeye@gmail.com 
emrullah69@gmail.com 
NICKMOORE799@GMAIL.COM 
annaprostrony@gmail.com 
1223749987@qq.com 
hostingsdaddy@gmail.com 
buydomain@cryptomail.cn 
631832767@qq.com 
909902252@qq.com 
407909636@qq.com 


Sample responding IPs known to have been involved in the campaign include: 


104.17.192.73 
104.17.196.73 
104.18.72.167 
104.17.195.73 
124.239.239.233 
125.65.43.83 
117.71.17.173 
1.189.219.94 
91.195.241.137 
219.144.80.191 
80.251.18.9 
156.224.156.103 
91.195.240.126 
50.7.50.34 
173.209.56.226 
164.88.231.203 
52.194.26.129 
109.244.161.186 
119.147.4.33 
13.230.97.190 
210.188.201.145 
199.59.242.153 
66.70.218.208 
78.41.204.38 
150.95.9.173 
45.58.190.82 
154.204.115.44 
192.64.119.254 
54.65.172.3 
127.0.0.4 
154.80.212.73 
67.228.176.124 
23.104.198.193 
156.237.217.8 
121.199.16.55 
104.161.43.9 
113.10.247.97 
198.20.71.156 
43.230.165.34 
154.81.113.148 
50.63.202.71 
104.253.154.2 


154.95.164.221 
50.63.202.89 
164.132.190.162 
146.88.232.55 
200.58.102.114 
142.234.184.242 
146.88.237.20 
8.212.8.221 
154.95.131.38 
66.155.9.238 
192.0.78.24 
192.0.81.250 
156.240.4.79 
122.114.118.33 
172.247.175.93 
47.75.126.186 
156.239.99.79 
54.82.156.19 
54.210.118.206 
52.71.210.200 
52.71.185.125 
18.211.9.206 
3.131.9.41 
23.225.194.39 
3.130.253.23 
212.95.131.140 
52.2.92.119 
83.223.99.207 
111.227.233.154 
69.172.201.153 
123.139.90.114 
212.64.108.191 
108.166.117.229 
94.73.150.82 
172.247.175.64 
177.245.144.220 
156.239.93.99 
188.165.22.67 
217.182.113.171 
177.245.148.238 
65.254.250.101 
104.21.9.15 
172.64.81.234 
37.152.88.54 


37.152.88.55 
172.247.175.95 
216.70.96.160 
208.91.197.132 
103.112.210.10 
52.73.71.92 
42.120.158.78 
45.35.36.162 
23.234.27.211 
52.5.103.164 
54.165.156.210 
954.174.212.152 
52.86.22.136 
107.155.136.216 
52.73.124.185 
47.95.113.24 
46.232.126.124 
60.205.47.81 
209.188.87.134 
199.59.240.10 
209.99.40.224 
103.27.206.203 
104.31.71.86 
199.59.243.220 
68.64.169.125 
101.50.1.11 
199.59.240.200 
64.111.108.253 
216.24.140.169 
154.209.162.169 
162.217.248.25 
170.130.228.69 
157.7.107.178 
198.185.159.145 
47.99.58.106 
203.107.46.171 
198.185.159.144 
198.23.53.106 
104.253.170.187 
172.247.175.109 
188.164.131.200 
103.85.195.52 
156.235.132.253 
156.235.229.114 


99.83.232.37 
54.254.97.9 
139.59.102.153 
198.251.84.92 
49.128.177.71 
154.209.164.43 
109.68.33.64 
160.124.74.169 
47.52.253.50 
210.56.60.37 
43.226.145.186 
154.222.222.178 
209.99.64.18 
156.255.175.58 
143.92.56.155 
52.31.178.138 
66.96.140.87 
52.214.193.94 
66.96.162.128 
154.80.210.203 
198.148.92.48 
185.199.109.153 
198.148.92.56 
47.56.231.123 
54.77.99.188 
54.246.138.185 
154.214.143.87 
46.105.179.11 
108.166.198.48 
69.64.147.28 
62.149.158.91 
104.21.8.48 
107.187.180.163 
172.80.75.163 
157.7.184.28 
144.48.242.125 
91.108.180.139 
172.247.175.26 
156.244.115.32 
52.6.128.155 
168.206.179.186 
23.228 .238.221 
104.252.80.219 
93.89.230.239 


172.247.175.119 
216.87.78.69 
134.119.216.146 
23.225.151.4 
192.185.5.32 
23.225.25.243 
107.175.215.146 
107.165.175.49 
170.130.228.49 
63.141.242.46 
192.187.111.221 
47.91.168.226 
161.8.20.24 
161.8.20.38 
160.153.162.21 
23.239.97.219 
172.121.71.218 
81.17.18.198 
63.141.242.45 
192.187.111.219 
173.201.1.1 
50.63.202.80 
116.206.94.224 
116.206.94.48 
45.43.33.38 
47.88.84.51 
156.237.209.68 
45.125.219.167 
170.10.163.5 
156.239.99.77 
208.117.45.217 
66.96.149.16 
63.141.225.234 
91.195.240.89 
119.2.0.205 
104.168.138.128 
66.96.147.106 
154.209.163.219 
206.233.213.187 
23.19.146.66 
154.80.212.77 
154.209.162.164 
156.255.221.184 
72.52.4.119 


156.255.221.179 
219.94.186.11 
115.126.12.44 
154.209.162.185 
45.15.10.205 
156.235.132.221 
204.188.203.154 
203.195.149.17 
149.129.106.16 
156.255.230.31 
154.23.152.189 
154.23.229.181 
104.21.8.162 
138.201.203.77 
107.167.19.70 
80.251.18.108 
69.13.5.206 
23.226.69.152 
154.209.165.90 
172.67.148.44 
154.94.124.23 
156.239.93.124 
50.63.202.84 
184.168.221.84 
50.2.238.242 
154.95.178.71 
104.24.113.144 
156.232.249.172 
156.237.172.151 
172.247.175.196 
49.236.200.157 
156.226.194.147 
156.226.194.139 
206.237.251.88 
155.235.37.69 
154.209.163.230 
113.10.188.239 
104.18.48.69 
158.69.25.93 
104.18.60.236 
156.235.132.235 
47.52.135.116 
23.234.27.100 
107.164.228.244 


172.247.175.28 
177.104.142.220 
91.195.240.117 
156.239.99.76 
172.247.175.195 
198.54.117.197 
77.232.66.222 
54.65.230.41 
117.74.99.22 
154.209.163.225 
103.224.182.245 
106.187.91.144 
199.59.242.150 
52.87.45.42 
45.194.181.52 
172.247.175.176 
117.74.108.11 
103.48.136.32 
70.32.23.82 
34.198.247.127 
107.150.41.171 
154.94.87.208 
156.250.80.184 
52.33.207.7 
103.253.214.7 
103.253.212.64 
50.63.202.53 
104.18.49.71 
156.255.230.41 
156.239.99.87 
172.247.175.94 
13.64.153.134 
43.226.124.240 
103.112.209.106 
104.18.48.71 
154.216.240.250 
208.91.197.104 
154.215.38.25 
107.23.198.240 
52.44.225.218 
85.159.233.41 
194.245.148.189 
45.192.199.227 
104.239.198.84 


198.105.244.65 
198.101.242.72 
118.244 .157.30 
150.138.249.209 
54.164.198.60 
150.138.249.207 
52.0.184.211 
64.62.224.253 
154.80.212.78 
103.31.222.72 
103.13.73.159 
3.21.136.142 
50.63.202.75 
50.63.202.32 
72.167.191.69 
31.186.82.38 
156.239.93.114 
43.129.27.240 
188.132.224.74 
154.214.219.12 
193.70.18.144 
104.27.191.116 
23.234.27.209 
83.137.194.91 
139.59.89.115 
101.32.31.22 
192.121.122.235 
198.54.117.217 
154.204.128.66 
104.223.185.41 
69.13.2.196 
104.27.190.116 
208.43.93.98 
154.213.36.252 
50.63.202.55 
47.101.155.88 
43.129.74.137 
216.58.218.19 
43.129.206.149 
108.186.249.158 
59.125.214.117 
108.186.68.11 
172.217.3.211 
119.163.83.2 


194.9.94.85 
194.9.94.86 
47.240.6.170 
185.27.134.3 
87.98.239.5 
204.11.56.37 
104.252.127.175 
156.237.215.144 
154.219.130.51 
172.99.89.213 
104.219.168.162 
104.21.93.202 
156.235.132.229 
192.232.229.64 
72.52.178.23 
108.179.224.249 
183.181.98.156 
107.161.23.204 
166.62.28.93 
50.63.202.2 
50.63.202.28 
184.168.221.10 
172.247.175.84 
66.85.47.10 
111.90.148.43 
182.61.201.50 
54.85.54.29 
34.197.4.70 
154.22.168.9 
66.226.134.22 
52.71.117.99 
156.239.99.82 
195.95.237.248 
154.218.171.57 
3.21.0.145 
49.212.235.149 
34.226.133.61 
54.165.22.2 
106.52.141.233 
1.14.148.210 
170.249.211.50 
54.230.158.63 
195.78.210.250 
65.9.53.121 


52.71.57.184 
54.161.222.85 
142.111.48.100 
34.252.8.89 
13.224 .96.99 
210.158.225.252 
154.209.162.142 
18.67.65.46 
112.78.117.97 
112.78.117.178 
5.79.68.109 
154.93.184.69 
203.146.170.87 
156.225.152.243 
44.227.65.245 
188.114.97.21 
154.209.162.187 
82.98.86.173 
192.155.108.157 
124.156.115.63 
161.8.13.217 
161.8.20.50 
172.217.4.83 
47.57.232.144 
154.23.81.204 
172.217.11.51 
47.75.141.167 
173.194.65.121 
72.52.4.91 
43.132.149.34 
216.58.194.147 
154.94.87.201 
104.232.102.96 
91.195.240.87 
185.134.245.114 
154.209.162.173 
64.90.52.1 
156.237.217.55 
156.225.153.37 
154.209.163.246 
154.80.212.71 
54.209.179.105 
23.202.231.167 
23.217.138.108 


58.221.58.199 
208.91.197.46 
104.18.35.115 
104.18.34.115 
122.51.211.202 
15.164.3.247 
45.192.122.87 
182.61.201.91 
182.61.201.92 
156.239.99.89 
146.185.179.191 
193.112.143.541 
47.75.86.192 
54.174.45.28 
54.165.66.17 
154.94.87.205 
64.92.120.50 
34.206.233.59 
216.58.193.83 
3.234.181.234 
185.181.104.82 
47.89.58.141 
47.254.39.234 
3.15.170.184 
151.139.128.11 
104.27.145.230 
206.233.213.190 
104.27.144.230 
45.12.162.51 
36.86.63.182 
156.239.93.113 
223.252.214.187 
69.46.84.50 
104.28.5.176 
172.67.150.22 
104.21.29.250 
185.87.187.198 
172.247.175.233 
184.168.221.94 
198.148.92.88 
47.100.107.99 
172.19.231.108 
206.233.239.17 
185.216.119.81 


45.41.94.162 
202.61.146.109 
192.185.131.88 
172.247.175.86 
162.241.224.182 
121.207.229.148 
74.125.195.121 
49.79.239.100 
122.228.95.136 
64.233.167.121 
171.8.242.178 
114.80.187.81 
98.124.199.48 
50.63.202.73 
172.255.27.159 
45.207.36.114 
172.247.175.78 
65.19.157.204 
172.247.175.166 
98.124.243.31 
156.238.117.163 
125.210.229.83 
184.168.221.95 
101.132.164.179 
175.6.235.227 
154.209.165.122 
125.210.229.78 
163.172.232.166 
81.169.237.69 
104.18.53.235 
78.47.89.88 
172.247.175.179 
154.23.117.24 
193.142.203.231 
121.42.124.148 
204.11.56.48 
104.28.24.116 
185.162.171.114 
154.94.87.200 
204.188.203.155 
178.219.35.249 
94.126.40.39 
64.32.22.102 
156.239.93.126 


64.190.62.111 
154.209.165.96 
78.107.235.31 
46.137.180.43 
166.78.165.183 
52.25.92.0 
115.28.63.178 
103.218.243.180 
46.16.61.114 
137.116.137.236 
150.95.55.23 
156.237.215.160 
64.98.145.30 
156.237.209.69 
172.247.175.238 
65.19.141.197 
45.88.202.115 
199.59.242.151 
88.214.207.96 
47.254.39.76 
46.232.118.132 
172.121.77.221 
170.178.178.56 
192.250.194.31 
104.160.171.68 
150.138.249.206 
103.30.42.77 
103.61.241.175 
43.227.198.114 
154.211.70.253 
156.225.152.246 
172.18.180.246 
47.112.117.160 
104.21.27.228 
154.94.87.222 
122.152.217.70 
75.2.110.227 
219.94.162.185 
172.67.169.204 
222.73.5.145 
180.235.137.133 
164.88 .86.38 
45.40.57.44 
72.52.179.174 


211.149.252.210 
192.161.187.200 
154.206.115.197 
50.63.202.65 
116.255.147.136 
108.186.226.11 
221.231.139.3 
47.91.233.203 
154.209.165.113 
172.247.160.10 
154.211.5.7 
45.194.135.169 
103.224.182.210 
221.231.138.111 
47.95.194.66 
47.75.173.126 
206.233.213.185 
47.57.138.75 
198.16.52.254 
118.31.176.124 
47.57.142.223 
156.237.216.226 
107.186.245.116 
219.129.239.235 
198.54.117.198 
45.87.223.121 
156.225.152.225 
154.209.163.247 
162.159.209.94 
222.215.230.169 
5.100.152.23 
23.225.133.107 
209.99.40.222 
198.54.117.244 
116.62.85.168 
172.247.175.203 
156.238.117.182 
66.152.191.19 
110.84.177.184 
104.24.114.174 
93.119.105.80 
154.94.87.214 
74.91.30.226 
43.224 .154.137 


104.31.86.123 
206.233.213.189 
0.0.0.0 
104.31.76.9 
52.4.209.250 
107.164.108.19 
81.90.189.137 
199.188.205.16 
93.89.226.17 
180.97.89.10 
154.94.87.196 
8.210.108.5 
44.238.240.115 
54.38.220.84 
172.96.12.102 
51.254.61.78 
142.147.97.47 
199.59.243.202 
103.224.182.253 
104.28.3.152 
216.120.146.200 
172.64.93.188 
154.209.164.36 
149.28.207.166 
50.63.202.77 
103.141.131.68 
68.178.252.117 
213.252.244.233 
45.40.130.41 
178.33.235.187 
772.167.218.173 
58.64.157.133 
94.73.145.26 
162.213.251.17 
111.90.158.158 
154.94.87.213 
94.73.151.19 
85.95.231.68 
206.233.213.179 
85.159.66.62 
130.211.8.12 
141.8.226.19 
31.6.91.248 
154.209.163.204 


198.105.244.228 
47.91.169.15 
120.78.159.59 
50.97.82.35 

207 .228.225.16 
208.80.122.205 
23.237.116.2 
183.90.245.37 
154.209.162.137 
185.203.72.17 
69.172.201.217 
172.67.143.7 
74.208 .236.153 
91.195.240.13 
23.20.239.12 
154.80.212.92 
198.105.244.74 
8.129.8.66 
172.246.103.233 
156.226.162.188 
154.204.9.68 
52.7.6.73 
122.14.216.29 
50.62.168.4 
184.168.221.35 
154.216.69.145 
168.206.210.39 
23.227 .38.65 
173.208.197.139 
188.165.242.45 
210.209.86.57 
39.105.156.223 
39.108.139.8 
156.237.216.200 
74.91.28.242 
112.124.194.90 
8.210.198.157 
156.237.215.141 
92.53.96.205 
103.232.215.136 
23.224.140.129 
185.114.246.154 
156.238.117.184 
198.1.154.167 


154.214.65.138 
23.27.98.237 
111.231.140.134 
206.233.215.185 
139.155.235.207 
103.51.144.81 
198.54.117.211 
134.73.35.237 
103.232.215.139 
184.168.221.86 
184.168.221.43 
154.95.138.132 
106.15.187.126 
107.186.245.119 
184.168.221.85 
206.233.215.186 
156.237.209.72 
154.80.210.199 
47.91.138.55 
75.2.78.201 
194.58.112.173 
178.248.233.31 
116.255.172.119 
156.250.83.125 
206.233.215.181 
149.29.92.133 
103.42.28.196 
103.59.103.133 
104.129.62.44 
47.75.165.136 
23.225.168.33 
182.92.192.78 
156.237.215.149 
124.156.184.135 
208.91.197.54 
156.237.215.159 
47.75.84.209 
52.58.78.16 
52.128.23.153 
52.0.217.44 
154.80.224.106 
43.132.186.149 
154.80.212.75 
23.105.58.117 


172.247.175.97 
69.172.201.208 
120.78.175.138 
172.83.153.87 
156.237.216.218 
5.39.116.156 
5.39.116.149 
172.83.153.82 
104.149.130.138 
23.27.98.236 
217.70.184.38 
104.143.159.79 
103.51.144.95 
107.183.23.209 
192.250.194.33 
139.99.90.226 
116.196.88.117 
154.94.87.194 
107.160.201.82 
103.45.149.157 
154.209.165.115 
13.124.168.162 
118.25.20.97 
184.170.223.185 
172.96.191.234 
172.96.191.237 
104.18.47.203 
112.74.95.102 
35.169.58.188 
103.232.215.135 
106.14.117.35 
47.240.39.136 
23.80.58.246 
129.226.38.115 
119.8.44.6 
202.181.24.181 
193.112.125.152 
51.38.109.42 
3.94.41.167 
54.37.200.82 
154.83.26.248 
192.186.22.85 
52.86.6.113 
47.91.253.78 


160.19.51.34 
172.247.175.211 
104.224.201.243 
60.217.248.39 
47.57.233.255 
47.246.2.173 
23.105.104.96 
104.166.178.203 
104.252.127.226 
154.80.212.70 
156.237.215.152 
154.80.210.215 
205.164.14.74 
182.50.135.105 
148.153.36.51 
47.57.236.7 
62.141.35.242 
107.167.19.73 
156.237.215.148 
67.21.83.159 
103.13.73.161 
40.114.74.220 
222.186.30.226 
206.233.239.20 
146.112.61.110 
185.165.123.206 
185.104.45.112 
116.207.100.190 
104.31.71.66 
47.246.22.245 
180.163.121.207 
222.188.8.240 
183.136.213.253 
60.205.17.230 
208.43.167.119 
35.186.246.135 
47.75.243.253 
81.17.18.194 
61.244 .209.6 
119.28.222.115 
91.234.35.30 
206.233.239.15 
172.67.200.168 
47.245.10.98 


81.17.18.195 
154.209.164.25 
172.67.149.138 
104.28.21.18 
23.80.80.24 
103.232.215.145 
104.28.20.18 
178.32.113.208 
206.233.239.25 
185.228.168.254 
23.107.163.165 
156.235.132.231 
205.164.14.78 
206.233.213.186 
107.170.194.73 
77.78.104.3 
168.235.88.209 
209.99.40.227 
111.229.211.211 
198.251.81.30 
184.168.131.241 
107.187.97.211 
107.151.95.213 
59.108.138.225 
101.200.197.240 
59.110.17.100 
216.239.34.21 
154.23.117.23 
104.27.181.39 
46.30.213.97 
107.178.71.105 
46.30.213.95 
64.32.19.5 
23.60.91.225 
206.233.213.178 
67.21.92.109 
46.30.213.66 
107.178.119.24 
46.30.215.16 
107.149.66.56 
156.234.115.69 
106.12.42.3 
206.233.213.184 
121.42.124.25 


172.96.191.143 
120.79.62.215 
37.247.112.111 
156.239.93.118 
172.96.191.144 
45.117.80.239 
47.105.48.61 
139.162.100.33 
47.52.40.187 
37.247.112.105 
122.114.81.181 
115.231.218.118 
52.71.143.235 
121.54.163.252 
184.168.221.49 
206.233.213.180 
104.27.178.223 
172.64.90.102 
115.231.219.192 
45.199.85.141 
154.38.241.187 
154.23.117.18 
154.38.41.90 
172.67.150.250 
198.54.126.42 
145.239.22.98 
156.229.232.51 
95.216.161.60 
139.129.143.42 
159.69.83.207 
209.141.38.71 
45.205.63.52 
43.240.74.94 
198.2.193.60 
45.120.55.236 
206.233.215.178 
70.39.125.244 
185.21.102.205 
103.224.212.222 
45.64.1.62 
156.237.215.157 
198.54.117.215 
182.61.62.198 
154.23.117.25 


206.233.213.182 
121.54.163.4 
192.64.119.18 
172.80.68.71 
154.209.165.117 
107.150.63.220 
23.82.169.254 
59.188.232.88 
23.234.26.171 
183.2.242.70 
103.7.58.252 
67.21.83.158 
148.153.36.229 
203.78.142.55 
198.54.117.199 
150.95.148.83 
198.54.117.200 
120.78.193.116 
103.224.212.244 
162.144.88.190 
195.245.112.4 
156.237.217.62 
113.10.178.6 
218.5.72.59 
154.23.117.16 
103.118.193.1 
107.6.184.59 
178.33.57.166 
5.187.34.64 
34.149.128.138 
35.241 .60.247 
35.190.93.215 
107.160.159.120 
61.140.13.251 
67.198.129.27 
222.122.195.160 
222.122.195.93 
210.172.183.54 
122.10.122.5 
172.247.175.253 
218.21.220.146 
210.172.183.49 
103.71.236.52 
39.105.65.95 


219.147.231.79 
59.83.204.14 
52.70.121.238 
54.145.32.198 
52.206.43.234 
39.96.27.111 
137.175.58.2 
182.254.131.22 
47.97.203.145 
154.80.212.79 
104.149.14.18 
46.3.166.229 
23.80.175.48 
154.85.62.158 
206.233.239.18 
182.611.162.214 
39.108.154.129 
182.61.190.160 
23.195.69.108 
198.252.104.27 
91.134.216.139 
10.0.0.1 
51.68.128.222 
207.148.248.145 
64.74.223.3 
104.21.27.16 
104.31.94.56 
172.67.140.202 
103.155.123.10 
120.41.179.67 
110.80.122.142 
61.142.176.23 
52.6.234.76 
52.72.89.116 
52.72.167.138 
60.214.111.119 
119.188.242.188 
64.233.165.121 
47.52.27 .26 
172.217.11.179 
154.23.117.15 
103.88.32.127 
47.57.4.253 
54.175.183.209 


206.233.215.190 
23.224.40.74 
170.178.163.247 
103.120.80.155 
124.172.237.35 
101.132.154.86 
206.233.215.188 
193.142.203.228 
113.1.0.96 
172.247.175.237 
184.105.178.92 
103.232.215.138 
13.124.227.113 
209.99.40.226 
31.131.20.104 
154.23.117.21 
206.233.215.184 
104.251.123.213 
134.73.35.204 
119.29.4.115 
154.209.163.237 
119.29.228.150 
173.201.192.158 
184.168.221.73 
50.63.202.86 
173.201.193.129 
162.222.89.126 
198.55.28.189 
104.207.157.49 
34.254.1.203 
184.168.221.57 
154.209.163.206 
50.63.202.93 
216.18.168.16 
89.161.255.13 
157.7.107.26 
104.31.77.185 
197.12.8.5 
45.205.69.15 
172.217.165.19 
154.198.248.246 
172.67.205.164 
172.217.9.51 
123.56.116.13 


219.144.147.234 
116.211.249.217 
47.242.233.119 
27.159.69.227 
142.44 .243.161 
125.77.164.231 
47.75.50.249 
192.161.87.187 
149.56.9.75 
209.99.40.223 
46.166.182.62 
141.8.225.226 
172.64.91.137 
104.27.164.68 
104.27.165.68 
63.134.209.141 
54.85.149.135 
34.206.157.64 
166.88.19.237 
198.105.254.111 
52.72.111.108 
47.90.12.231 
72.52.4.120 
206.233.239.21 
180.76.193.174 
198.105.244.111 
54.80.72.81 
154.209.162.166 
204.93.178.31 
54.209.129.218 
70.39.84.229 
61.184.215.230 
185.104.44.17 
182.237.2.251 
185.68.16.104 
8.209.245.234 
185.104.44.18 
94.152.10.77 
109.234.109.82 
91.206.200.183 
122.114.176.101 
156.246.231.69 
156.246.237.78 
104.27.135.145 


60.205.158.207 
154.209.162.162 
156.235.132.223 
172.247.175.177 
154.80.210.205 
160.16.146.189 
45.58.174.115 
66.147.244.131 
209.99.64.53 
52.55.168.146 
104.31.86.125 
123.59.194.131 
206.233.213.183 
14.29.54.101 
122.114.226.168 
185.199.108.153 
156.226.20.241 
157.230.249.43 
45.194.183.168 
172.247.175.218 
162.159.208.33 
47.74.14.254 
47.57.1.230 
45.10.175.232 
103.139.0.32 
205.204.101.152 
206.233.239.14 
156.235.132.220 
156.225.153.14 
172.107.140.171 
104.247.81.51 
103.74.172.177 
178.159.38.200 
107.186.245.118 
124.16.31.156 
23.27.98.246 
50.3.147.58 
45.204.15.81 
23.245.64.121 
45.194.183.180 
172.67.156.22 
47.254.67.48 
156.239.88.203 
156.237.215.185 


104.18.56.242 
154.209.165.79 
104.18.36.128 
104.18.37.128 
172.64.92.209 
104.21.9.2 
23.195.69.112 
172.67.130.200 
99.81.40.78 
180.76.193.94 
206.233.239.22 
116.196.83.68 
156.225.155.154 
47.57.8.95 
43.242.131.42 
47.75.126.69 
47.75.126.214 
172.247.175.180 
154.80.210.213 
156.237.216.201 
103.232.215.153 
180.215.227.6 
52.23.148.124 
159.8.210.35 
216.83.53.192 
23.110.91.43 
83.166.143.44 
83.166.138.7 
93.88.240.212 
84.16.68.124 
107.167.19.75 
103.232.215.133 
23.110.254.175 
193.38.139.235 
47.106.167.180 
148.153.36.251 
122.14.43.167 
107.167.19.72 
148.153.36.253 
117.27.140.189 
103.100.238.180 
27.148.149.241 
103.241.230.134 
140.205.16.109 


116.211.183.213 
104.18.36.59 
66.42.106.110 
104.18.37.59 
193.36.236.63 
104.27.141.48 
154.81.95.103 
172.96.191.233 
104.27.140.48 
109.234.109.84 
3.140.13.188 
222.171.225.179 
47.91.236.41 
154.23.117.22 
103.233.8.78 
156.235.237.76 
104.26.1.114 
104.18.49.172 
154.209.162.131 
154.216.80.150 
156.237.209.116 
104.24.97.187 
172.67.176.106 
18.213.250.117 
18.215.128.143 
68.68.98.160 
50.63.202.82 
142.111.48.118 
94.229.72.121 
172.98.192.37 
172.64.80.1 
172.67.146.104 
93.115.28.104 
118.99.13.3 
91.202.144.66 
156.225.152.204 
107.182.27.173 
35.186.238.101 
64.64.228.10 
58.64.205.169 
104.21.87.67 
172.247.175.252 
95.181.191.251 
185.53.178.9 


185.53.179.6 
104.216.59.25 
70.32.1.32 
104.21.41.3 
104.18.57.59 
104.18.56.59 
184.168.221.65 
184.168.221.78 
65.75.179.249 
216.239.38.21 
49.233.198.139 
206.233.215.189 
172.107.69.27 
45.124.113.95 
156.237.216.221 
206.233.239.24 
185.104.45.97 
52.0.7.30 
156.235.132.233 
103.207.152.252 
103.207.152.235 
119.28.75.249 
47.88.9.109 
206.233.239.19 
107.149.151.51 
47.91.202.66 
108.187.162.135 
206.233.215.180 
44.230.85.241 
13.248.151.237 
206.233.213.188 
154.23.117.17 
198.98.100.106 
104.233.143.215 
188.117.24.201 
54.152.17.83 
148.163.32.194 
69.30.234.173 
54.173.246.46 
173.236.158.16 
172.247.175.110 
173.236.146.38 
103.118.249.250 
50.63.202.35 


184.168.221.93 
23.27.192.115 
154.209.164.38 
203.205.155.92 
107.155.36.13 
203.205.190.47 
170.33.9.230 
180.76.252.195 
139.224.119.138 
47.52.46.92 
52.78.124.149 
120.92.112.8 
34.95.95.111 
116.196.91.217 
136.0.160.20 
104.21.70.72 
104.24.117.16 
47.104.157.201 
47.91.170.222 
139.162.169.79 
104.18.57.120 
158.69.114.83 
99.83.154.118 
206.233.215.182 
50.63.202.72 
50.63.202.51 
185.26.122.11 
104.18.56.120 
151.101.1.147 
211.152.148.75 
46.46.151.2 
185.199.110.153 
192.30.252.154 
60.205.212.112 
156.237.215.164 
185.199.111.153 
69.163.224.241 
208.69.32.145 
156.241.160.21 
104.27.169.118 
154.80.212.82 
154.23.117.14 
45.34.155.166 
206.233.215.187 


156.225.152.239 
104.27.168.118 
172.247.175.214 
219.234.8.40 
188.114.97.78 
31.3.65.30 
156.237.216.204 
217.19.248.133 
45.122.138.53 
104.18.63.231 
43.130.65.190 
47.56.100.159 
172.67.163.132 
66.45.249.218 
209.157.71.50 
103.224.182.252 
91.195.240.12 
206.233.239.23 
47.91.212.37 
103.219.153.234 
206.233.215.183 
54.72.9.51 
206.233.215.179 
156.253.3.245 
206.233.239.16 
154.214.65.130 
106.13.136.145 
107.164.121.202 
154.85.62.153 
162.255.119.42 
142.111.50.151 
104.24.114.216 
198.1.154.216 
188.114.96.21 
104.239.213.7 
104.21.70.235 
118.107.15.157 
23.105.244.169 
91.121.71.36 
58.64.211.234 
58.64.211.239 
58.64.211.235 
210.209.84.28 
154.209.165.83 


121.42.123.40 
139.99.106.232 
192.227.244.199 
155.94.144.65 
47.74.20.243 
104.168.26.169 
47.75.119.182 
47.75.151.187 
47.57.189.16 
154.210.73.41 
47.57.12.106 
104.224.201.242 
107.178.71.104 
127.0.0.1 
60.205.226.34 
172.96.187.212 
156.237.215.156 
104.195.14.43 
172.67.213.178 
192.151.226.66 
192.151.227.222 
39.104.131.35 
154.23.117.19 
206.233.213.181 
60.205.46.200 
148.163.98.219 
180.122.78.244 
198.15.164.29 
47.110.64.155 
180.122.78.240 
198.1.154.215 
218.92.0.50 
208.97.149.254 
157.7.188.106 
69.46.84.51 
103.227.176.29 
156.238.117.168 
154.23.117.20 
23.105.60.152 
184.168.221.90 
192.168.1.1 
23.244.75.165 
47.52.38.63 
46.232.117.17 


23.244 .37.39 
104.18.50.33 
146.112.237.200 
146.112.237.205 
45.205.57.101 
156.238.117.165 
103.72.166.177 
47.75.37.155 
103.235.46.39 
174.139.131.122 
122.192.68.14 
47.52.38.227 
45.77.251.195 
172.247.175.226 
107.151.231.153 
107.158.101.195 
50.7.108.110 
170.178.163.246 
45.32.60.9 
139.129.149.58 
156.235.237.72 
71.18.108.35 
38.63.33.251 
170.178.178.55 
170.178.178.39 
198.252.98.80 
165.3.87.37 
165.3.87.38 
23.251.45.131 
170.178.178.38 
104.160.171.91 
192.73.240.25 
141.8.224.25 
66.42.59.200 

127 .0,0.9 
50.63.202.74 
122.9.97.250 
112.125.17.111 
67.225.218.50 
192.126.123.133 
112.125.17.103 
142.252.230.28 
156.225.155.133 
154.209.162.133 


156.238.117.169 
8.210.236.224 
42.157.224.124 
156.237.216.235 
23.82.156.197 
156.237.215.155 
23.104.9.55 
5.39.10.93 
154.209.165.112 
54.65.211.203 
209.99.40.220 
72.52.179.175 
115.28.9.161 
54.178.225.53 
185.53.179.28 
76.223.26.96 
46.232.118.136 
222.73.163.65 
156.237.215.177 
172.64.81.67 
168.206.157.97 
104.18.41.38 
120.89.71.164 
154.209.165.109 
77.104.149.73 
156.237.216.199 
154.209.165.114 
172.64.140.20 
104.24.96.172 
104.252.117.247 
172.64.207.24 
104.18.41.168 
172.64.160.2 
156.237.209.91 
156.225.155.146 
185.209.221.98 
185.156.219.149 
37.252.102.163 
155.159.173.134 
164.88.196.98 
104.140.90.232 
143.92.56.31 
208.92.89.76 
156.238.117.181 


154.209.165.119 
18.214.8.44 
76.223.105.81 
162.241.2.87 
54.227 .98.220 
173.233.167.20 
146.112.61.104 
194.195.211.98 
146.112.61.108 
103.24.92.154 
103.24.92.233 
118.193.172.195 
144.48 .242.235 
134.122.178.111 
198.15.242.176 
43.248.187.107 
156.238.117.183 
50.63.202.78 
154.85.245.49 
72.52.4.122 
103.232.215.159 
54.177.158.246 
47.246.25.227 
192.151.147.125 
154.92.53.194 
154.80.210.217 
47.246.17.231 
15.164.83.206 
156.237.216.244 
154.80.210.220 
104.160.171.86 
104.160.171.92 
61.152.91.189 
185.68.16.153 
104.160.171.82 
156.235.132.228 
164.155.103.218 
184.168.56.1 
103.153.100.183 
50.63.202.70 
72.52.4.90 
8.212.8.232 
121.196.204.84 
65.19.157.231 


104.24 .96.84 
23.225.154.100 
23.224.53.116 
23.225.154.99 
172.67.175.212 
156.237.216.243 
149.129.93.171 
43.224 .153.251 
154.81.94.46 
45.113.194.9 
160.124.136.88 
172.247.175.234 
125.88.190.41 
45.113.194.5 
50.63.202.91 
51.75.47.60 
54.65.255.27 
103.232.215.143 
13.112.63.64 
122.10.109.175 
199.59.243.120 
154.80.212.89 
172.121.0.92 
156.225.152.230 
91.189.114.18 
23.224.176.188 
23.225.150.4 
45.131.184.76 
114.135.10.230 
154.80.210.201 
154.80.210.212 
174.139.4.58 
23.225.150.13 
172.247.175.231 
50.63.202.87 
43.129.220.165 
50.63.202.38 
154.95.136.24 
154.80.210.207 
156.237.209.87 
47.75.62.47 
218.93.250.18 
36.37.242.94 
185.179.191.79 


194.85.61.76 
156.237.216.196 
13.93.224.168 
156.239.99.88 
154.209.162.160 
103.74.116.5 
35.169.225.248 
93.188.166.11 
209.99.40.225 
154.209.162.172 
34.202.122.77 
172.67.148.131 
124.248.240.98 
103.39.155.94 
23.91.100.148 
192.229.91.121 
104.160.181.126 
23.91.98.58 
154.80.223.9 
103.238.225.215 
110.79.20.43 
107.167.62.252 
209.126.123.13 
171.244.34.146 
94.229.72.119 
162.255.119.250 
94.229.72.120 
78.41.204.34 
23.234.27.218 
47.254.52.93 
182.126.232.246 
167.114.213.199 
107.163.36.100 
154.80.210.200 
192.252.146.27 
45.194.160.254 
72.18.130.27 
172.247.175.15 
36.86.63.180 
219.84.217.10 
47.92.134.41 
50.117.113.222 
14.128.41.16 
47.91.17.82 


154.81.35.158 
101.201.36.125 
39.106.180.191 
14.128.42.13 
154.211.32.222 
206.119.70.223 
154.201.18.23 
91.195.241.136 
103.232.215.130 
118.89.113.252 
47.56.110.85 
47.56.12.84 
154.83.14.55 
208.87.101.233 
222.171.225.170 
160.16.230.196 
123.57.163.184 
147.255.203.138 
160.16.146.212 
154.213.115.236 
154.216.23.131 
210.209.80.220 
206.119.66.210 
156.237.177.187 
154.216.23.130 
213.167.231.2 
107.149.65.122 
156.226.144.129 
198.98.106.225 
188.114.97.9 
104.21.27.41 
107.167.19.81 
94.140.115.69 
50.63.202.90 
184.168.221.70 
166.88.101.87 
50.63.202.92 
45.126.183.46 
146.0.72.85 
107.167.19.80 
103.249.104.233 
45.76.53.2 
154.223.132.123 
154.223.130.84 


190.14.37.100 
23.27.98.239 
66.96.140.130 
66.96.140.80 
23.107.169.39 
103.232.215.140 
173.194.206.121 
37.97.254.27 
216.58.221.83 
64.233.166.121 
172.217.1.243 
172.217.194.121 
50.116.92.240 
54.175.122.46 
154.209.165.86 
216.38.197.168 
156.237.215.183 
154.209.163.233 
154.80.210.202 
217.64.195.239 
50.117.113.220 
196.245.247.87 
104.21.42.247 
104.21.63.9 
172.247.175.96 
98.139.135.129 
154.92.71.59 
172.247.175.29 
121.9.212.219 
104.252.127.51 
42.236.35.215 
154.80.212.86 
154.209.165.111 
59.108.138.216 
156.237.215.172 
111.7.173.83 
162.241.253.72 
23.81.118.111 
45.197.85.238 
162.241.216.56 
47.91.205.63 
192.185.4.111 
173.44.37.208 
103.59.147.196 


160.16.81.234 
168.206.255.200 
133.167.68.70 
104.217.72.148 
162.210.102.28 
162.255.119.53 
156.237.209.110 
185.53.177.9 
192.0.78.25 
104.28.8.97 
212.1.208.13 
172.67.134.17 
44.194.24.167 
103.43.188.74 
219.234.23.130 
172.247.175.210 
23.225.197.36 
118.193.11.34 
196.63.147.200 
23.225.179.210 
198.105.254.65 
103.226.152.113 
23.225.25.246 
172.121.74.169 
220.191.254.72 
162.209.211.32 
52.5.251.20 
104.130.124.96 
31.210.156.89 
154.209.163.248 
91.195.240.240 
193.108.185.214 
137.175.77.246 
154.80.212.91 
198.54.117.218 
3.211.209.121 
185.241.54.215 
199.195.142.109 
136.243.143.126 
178.63.50.103 
74.117.221.144 
47.90.20.17 
182.61.201.90 
104.18.53.110 


104.18.52.110 
94.23.88.105 
74.220.215.61 
154.80.210.204 
192.237.132.248 
31.220.16.3 
156.237.216.220 
118.27.99.88 
154.80.212.87 
63.141.253.134 
94.73.146.33 
113.10.170.20 
8.210.148.189 
113.10.170.26 
209.200.154.38 
154.80.210.219 
113.10.163.136 
52.68.84.63 
188.114.96.7 
150.138.249.204 
154.209.163.235 
104.18.56.97 
154.80.212.88 
116.196.92.83 
54.241.4.132 
45.205.57.80 
114.67.232.158 
156.235.132.236 
35.194.164.137 
23.80.55.187 
199.59.243.200 
119.28.205.166 
216.120.146.201 
170.178.168.203 
52.5.142.190 
39.104.107.225 
54.208.174.161 
188.114.96.14 
188.114.96.3 
188.114.96.13 
39.109.114.72 
172.217.20.243 
216.239.32.21 
154.80.212.80 


180.76.117.147 
35.186.221.100 
154.209.163.197 
103.148.58.90 
112.78.1.32 
209.99.40.219 
107.186.21.108 
45.194.182.217 
156.237.215.182 
174.139.128.77 
154.209.165.85 
185.68.16.192 
61.4.115.228 
23.229.190.224 
45.3.55.199 
39.104.60.4 
112.74.197.51 
15.197.142.173 
154.209.163.213 
3.33.152.147 
45.119.124.237 
113.200.98.174 
221.204.60.44 
111.202.99.174 
113.6.237.66 
181.215.136.137 
37.247.48.159 
96.125.162.235 
128.65.195.164 
74.125.126.121 
47.75.146.241 
192.177.18.27 
173.194.207.121 
173.194.194.214 
172.217.14.179 
104.143.155.238 
154.12.51.22 
146.255.194.84 
178.248.237.63 
58.96.183.162 
51.75.47.61 
58.96.183.144 
156.237.209.67 
125.211.216.4 


199.193.252.81 
107.164.19.167 
103.232.215.144 
112.175.238.87 
185.233.43.13 
185.68.16.72 
185.165.123.167 
154.216.143.47 
205.209.178.72 
156.235.229.199 
154.209.163.217 
62.60.246.198 
119.28.82.87 
54.209.58.131 
155.159.13.102 
185.53.178.54 
157.7.107.91 
123.60.105.179 
154.220.140.101 
104.221.169.18 
103.14.35.13 
23.248.163.42 
211.147.227.4 
154.209.165.107 
195.186.208.193 
64.190.63.136 
5.135.154.59 
62.129.139.162 
195.186.210.241 
156.239.93.116 
62.129.139.135 
104.24.121.28 
45.199.40.86 
62.60.228.60 
94.73.147.143 
154.80.212.83 
47.245.11.53 
45.33.240.234 
23.245.16.187 
78.41.204.36 
198.200.61.247 
154.209.163.249 
61.4.115.223 
14.192.67.194 


23.88.167.140 
104.149.225.199 
174.139.100.197 
199.59.242.152 
123.56.206.99 
104.149.183.147 
142.0.138.230 
216.239.36.21 
3.18.7.81 
185.53.177.53 
104.247.81.53 
98.130.231.108 
172.217.5.211 
209.99.40.221 
216.58.194.179 
75.2.18.233 
104.247.81.13 
67.222.14.251 
104.18.56.204 
103.20.213.112 
37.152.88.204 
151.106.5.167 
23.202.231.168 
192.155.108.149 
5.79.68.107 
203.146.170.117 
192.155.108.158 
184.105.178.86 
52.213.114.86 
192.254.189.70 
79.170.44.116 
154.197.79.188 
77.68.87.133 
23.80.175.110 
81.17.29.149 
216.87.78.48 
34.98.99.30 
146.112.61.107 
13.248 .148.254 
65.111.191.233 
172.104.110.72 
154.80.212.76 
107.151.181.26 
52.78.52.26 


169.129.242.100 
23.230.81.209 
54.160.124.18 
44.227.76.166 
188.114.97.22 
222.186.59.53 


